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Abstract
“Interracial Breeding Destroys The White Race...”,
“Jews and Arabs should both be kicked out of the
White West.” are examples of sentences that are
easy to find on the Internet. What can be done to
help those who want to protect themselves from
such discourse? This is the difficult subject raised
in this article and to which we propose a multi-
agent solution. This solution involves a multi-
dimensional linguistic analysis of the content of the
documents and the role of the multi-agent system
is to combine these dimensions. The multi-agent
model we propose combines a pyramidal coordina-
tion structure with agent associations, two notions
which we introduce herein and of which we demon-
strate the relevance.

Keywords: multiagent systems, information retrieval, ap-
plications

1 Introduction
The Princip project1 was initiated as an attempt to provide
protection against racist and hate speech on the Internet. Most
racist authors try to publicise their point of view while hiding
the nature of their discourse behind innocent words, in an at-
tempt to circumvent legal or web provider regulations. Hence
usual keyword based approaches simply do not work.

The practical goal of this project is twofold: firstly set
up a web crawler that will repeatedly look for racist docu-
ments and secondly provide the list of identified racist sites to
self-protection programs, either individual or collective. This
article focuses on the first issue and, in particular, we will
motivate the use of a multi-agent system for combining effi-
ciently different textual analysis techniques and to apply them
to analyse and filter the output of classical Internet search
engines, to which wide spectrum lists of keywords are sub-
mitted at regular time intervals. The involved techniques in-
clude computational linguistic techniques like terminological
databases, derivational morphology, part-of-speech tagging,
etc. The usage of such deep analysis techniques is manda-
tory since the racist nature of a document may not be guessed

1This project is funded by the Safer Internet Action Plan of the
European Commission, www.Princip.net.

simply from the presence of such or such keyword. This
approach imposed a preliminary analysis of the racist doc-
uments, which has been conducted during the first year of the
project and resulted in the collection of a corpus of sample
racist and anti-racist documents2. From this corpus, a number
of more or less reliable criteria of racism have been identified.

This raised a first issue: all criteria are weak, in the sense
that they capture differences between racist and non-racist
documents but these differences do not characterize the racist
content by itself. We will come back to this issue in Section
2 where these criteria are briefly presented and discussed. As
a second issue, we were confronted with the lack of formal
models for combining these numerous criteria. This has led to
a multi-agent approach. By associating one criterion with one
agent, criteria combination effectively comes down to agent
coordination. Furthermore, the absence of a static algorithm
imposes that the candidate coordination models are dynamic
ones.

This article presents an original multi-agent coordination
scenario, which has the main property of allowing for an ef-
ficient organisation of the computer resources without rely-
ing on central control nor on plan sharing. It is presented in
Section 3. More precisely, we propose a coordination model
based on a dynamic pyramidal coordination structure com-
bined with multi-agent associations. Both notions are de-
scribed in section 3.2 and the latter will be compared with
the notions of coalition [4; 3], team [5] and congregation [1].
Shortly stated, the main coordination structure imposes con-
straints on resource usage and places agents in concurrence,
forcing them to choose optimal solutions for document anal-
ysis. The associations between agents allow them to set up
temporary interest groups for combining their computation
power.

However, before going into the depth of this coordination
model, we will formalise, in Section 2, the problem of content
analysis and describe some criteria. We will finally provide
implementation information in Section 4.

2The size of the corpus is one million words per type of docu-
ments and per language (english, french and german).



2 The problem
2.1 Issues with the racist web
The tracking of racist documents on the Internet is confronted
with a number of obstacles, which prevent from relying on
the classical keyword based approach, nor on neural network
techniques.

1. The racist discourse spans from hate speech to more sub-
tle insinuations.� Different themes: racist, revisionist (denies the ex-

istence of the holocaust), anti-Semitic, etc.� Different kinds of discourses : political, historical,
religious, etc. Some are related to organisations or
churches, to quote: “ The National Alliance, World
Church of the Creator, Eastern Hammerskins, and
other racially conscious White groups. . . ”� Different genres: pseudo-scientific articles, pam-
phlets, essays like, for example, the “History of the
Jewish Assault on the World”.

2. Racist people tend to hide the racist nature of their
documents and avoid using straightforward statements.
Hence, there are no keywords that allow us to identify
the racist discourse.� Understatements hide strong meaning behind usual

terms. Sentences like “Kill Jews” are seldom found
but rather mentions of “The Jewish war against civ-
ilization”.� The meaning of words is inverted (e.g. “How
is Genocide being perpetrated on White Ameri-
cans?”);� Apparent social discourse associates social prob-
lems to ethnic groups, often without even mention-
ning them (e.g. “Work as tax slaves to support peo-
ple who love to make Americans pay for their chil-
dren.”);� Pseudo-scientific discourse is used to give a ratio-
nal appearance to the hate speech (e.g. about su-
periority of the white race, as in “my motivations
are not of insult or hatred, but of the deepest love
for mankind”, followed a few paragraphs later by
“Throughout 6,000 years of recorded history, the
Black African Negro has invented nothing.”).

3. Organized racist people tend to use their own vocabu-
lary or coded languages, which evolves rapidly (“Holo-
cau$t”, “Holoco$st”, 88 for “Heil Hitler”, etc.). Their
web sites migrate quite often (several tens of identi-
fied pages have disappeared during the first year of the
project).

4. There exist a number of anti-racist web sites which tend
to share mostly the same words as racist documents.
They often quote racist texts to prove their falsity. This
may mislead automated detection systems.

Hence the challenge is of a double nature: (1) find out doc-
uments the content of which is related to racism and (2) sep-
arate racist content from anti-racist content.

Nevertheless, as it was expected from the beginning of
the project, the analysis conducted so far have shown that
the racist authors are betrayed by their linguistic habits. Of
course, the identified linguistic features, which we call crite-
ria, are not simply related to the use of certain words, but are
rather a set of concordant features involving multiple word
combinations in certain distance ranges, frequencies of cer-
tain common or less common words, etc.

2.2 Examples of criteria
From the analysis of large sets of racist, anti-racist and non-
racist documents, a number of candidate criteria for identi-
fying racist content have been exhibited. Some of them are
listed below and, as one can see, none of them may be used
as a “proof” of racism.

Unique racial expressions created or used only by racist
people are a strong clue (but does not allow to sepa-
rate from anti-racist documents), for example “Repul-
ingcunts” instead of “Republicans” or “Rahowa” stand-
ing for “Racial Holy War”.

Average frequencies of certain or categories of words are
not the same in racist documents. These words are not
necessarily racist ones but rather:� common words (like “their” or “white”);� thematic words (for example words that denote

fear of the multiplicity of the ethnic out-group like
“multiply”, “takeover”, “teeming”, etc.);� truth claims (words like “certain” or “fact” - as in
“it is a fact that”);� hedging words (“almost”, “maybe”, etc.).

Adjectives are more frequently used in racist discourse
which resorts a lot to compound adjectivisation or sys-
tematic adjectivisation.

Combined frequencies of certain word pairs are relevant,
for example, the combination of “our” with words like
“civilisation”, “race” or “religion”.

Suffixes like “al”, “ence”, “ism” are good indicators for sep-
arating racist and anti-racist documents.

Fonts like gothic fonts, or some images, are typical of racist
pages, while they never make a proof of racism.

There are many other features like these ones and most of
them have been discovered by a comparative statistical study
of several aspects of documents (words, word combinations,
word constituents, word categories, etc.).

2.3 Relying on weak criteria
As the previous examples show, there are no clear indicators
of racism on which one might rely to build a detection sys-
tem. This is a consequence that there are no word or any
other linguistic feature that only racist people use. Hence we
have to fall back on statistical analysis but, although it did
exhibit differences between racist documents and non racist
ones, the weakness of the statistical approach is that it does
not allow to make assertions about one single document, only
about groups or classes of documents.



Two factors influence the global complexity of the system.
Firstly, only the convergence of several factors may be a good
indication of racism, provided that there are no concomitant
indications of anti-racism. Hence the number of criteria (sev-
eral tens), their individual complexity, their correlations and
relative relevance have an influence on the overall complexity.
Secondly, the empirical factor has an important role: some
criteria that seem conceptually close may have very differ-
ent results, discriminating power, efficiency or computation
speed. Each criterion may be used either for selecting, com-
paring or eliminating pages, with diverse quality. Some have
side effects, like computing some information about the doc-
uments that might be useful for the computation of other cri-
teria. Finally, the multiple possible combination of criteria
may be more or less precise and efficient. But we do not pos-
sess any reliable theory or model to determine in advance the
precision or the efficiency of such or such combination with
respect to a given information retrieval goal.

Here are the obstacles to the formalisation of rules that
might allow for a deterministic way to conduct the global fil-
tering process.

3 The multi-agent model
In this section, we present the multi-agent system and the co-
ordination model that we propose for the agents and we will
give the algorithmic behaviours of the agents during the co-
ordination process. Then we will define more formally the
concept of association in multi-agent systems and we will
compare it with the concepts of coalitions, teams and aggre-
gations.

In the previously mentionned issues (complexity, lack of
algorithmic model) lies the origin of the idea to relate the
combination of the filtering criteria with the cooperation be-
tween software agents. The key of this comparison resides in
the pairing of a criterion and an agent, the combination of cri-
teria being then solved in a cooperation between agents. But
it must be as of now clear that it is not enough to encapsulate
the criteria in agents to solve the problem, since the absence
of algorithm implies also the inapplicability of those proto-
cols which define the roles of the agents in a static way. One
needs a dynamic coordination of the agents.

3.1 The multi-agent architecture
We consider herein that an agent is an autonomous entity
which interacts with others through protocols. With regard
to the filtering of the documents, three kinds of agents were
defined.� The criteria-agents

���
encapsulate each a different cri-

terion of evaluation
���

, like those presented in section
2.2. The service that they are likely to provide consists
in evaluating and grading the documents which are pre-
sented to them.� The document-agents � � are associated to the docu-
ments brought back by the search engines. Such an agent
is associated to each document and its role is to find cri-
teria to evaluate it. The document-agents are thus, a pri-
ori, identical between them and their lifespan is limited.

� The query-agents ��� are associated with the queries sub-
mitted to the search engines. They are those to which
document-agents and criteria-agents must give their fi-
nal evaluation and, as such, represent the “clients” of
the agent-system. In practice, such agents will appear at
regular time interval with the goal to update the list of
racist sites and will send wide queries to search engines
and have their results evaluated by the other agents.

The founding principle of the so-called “pyramidal” coop-
eration model is to carry out the application of the criteria in
several passes (Figure 1). Thus, at a moment 	 , the evaluation
of a document 
 with respect to a query � is defined as:

�
� 
���	���� �
�

��
������� �

� ����	�� � � � ����
��
The parameter � �

� ����	�� measures the weight of the �! #" cri-
terion and will be equal to zero if it is not activated yet.
The activation of the criteria is done according to a negoti-
ation model between criteria-agents and document-agents, of
which a detailed description is the subject of Section 3.2.

3.2 Dynamic pyramidal coordination
Principle
The goal of the document-agents is to select criteria-agents
so as to maximise the evaluation of their documents while
respecting some constraints related to the usage of computer
resources. To a document-agent � � and a criterion-agent

� �
one may associate a partial utility function $ � � � 	�� which mea-
sures the interest of �%� to require an evaluation from

���
at

time t. A strategy of �%� may hence be evaluated as a global
utility function $ � � 	����'& � $ � � � 	�� .
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Figure 1: Dynamic pyramidal coordination structure

This process can be performed using a structure called a
“dynamic pyramidal coordination structure” of agents that
we use both to impose constraints and to enforce synergy be-
tween agents. This pyramidal coordination structure is built
up of associations of agents whose utility functions match, at
least partially, with each other.



Definition 1 A dynamic pyramidal coordination structure for
a set of agents with respective utilities $7��898:8;$�< is a lev-
elled partition whose components =?> � 898:8@>BA�C contain each
a set of document-agents =D�FE � 8:898��%EHGIC , a set = � E � 8:898 � EKJLC
of criteria-agents and a set of associations =DM E ��8:898@M EKN C of
document-agents.

Each component of the partition is called a level.

An example of a pyramidal coordination structure of four
levels with seventeen document agents, six criteria agents and
seven associations is shown in Figure 1. On this figure, agents
belonging to a same association are connected with arrows.

When a new document is to be evaluated, a new document-
agent is created and placed at the lowest level of the pyramid.
It then starts collecting evaluations from criteria-agents. If at
some moment its utility function has reached a certain thresh-
old, then it is entitled to raise to the next level. At each level,
the amount of computing power available to a single agent
increases but remains limited so as to limit its possible choice
of a criterion. This principle enforces resource optimisation.
However, this optimisation should not be inflexible, and this
is where the organisation of the agents in associations comes
into play.

A first informal definition of associations might be: an as-
sociation is a set of agents whose utilities interact with each
other due to some shared features.

In our application, these shared features are the features of
the documents handled by the document-agents. Such fea-
tures might be as simple as the author of the document, or
the web site they come from, or some linguistic feature. The
document-agent has some knowledge of the features of its
document, and this knowledge may increase as a result of the
application of some criteria-agents. On entering in a level of
the pyramidal structure, a document-agent announces itself as
well as the features of its document it already knows about.
On this basis, it starts forming associations with already ex-
isting agents at that level. It also collects from criteria-agents
information about their possibilities, their usage constraints
and their requirements in terms of computing resources.

The utility $ � of each agent � � is now depending only
on the actions that �F� chooses. To make this choice the
document-agent exploits the established associations by us-
ing the knowledge collected by the other agents belonging
to the same associations. The document-agent can then de-
cide its own strategy taking all the implications into consid-
eration. The choice of optimal criteria and the insurance they
will “pay back” will, of course, depend on the past decisions
of the agents of the same associations, whose strategies have
already provided feedback. Afterwards, the agent will com-
municates the results of the application of its strategy to other
agents of the associations it belongs to, so that they improve
their own strategies. If, for example, some agents are associ-
ated because their respective documents have the same author
and if the unique racial expression test (Section 2.2) fails for
one agent, then the other ones will avoid using it.

So, this pyramidal coordination structure limits the use of
computer resources by document-agents, preventing them to
apply resource intensive criteria while they have not proved
that the document they carry is worthwhile. At the same time,

this structure helps document-agents to exploit their relations
through the associations so as to increase their utility func-
tions. The query-agent takes this decision according to the
result of the utility functions that document-agents obtained
during their processing.

The algorithm of each document-agent proceeds repeat-
edly:

1. � � broadcasts a query for identifying criteria-agents
and receives from them the information = � E���	�EPO�QRE�C
where Q E is the range of the utility value returned by the
criterion-agent and 	 E is an estimate of the computing
time needed.

2. � � broadcasts an announce of its presence and receives
in exchange proposals for joining existing associations
in the form =DM G ��� N C where � N is the document-agent
that � � can contact to join the association MSG . After this
step, � � can join in one or more associations.

3. � � builds its own maximisation strategy with respect to
the criteria-agents which it will contact to analyse its
document.

4. � � performs the maximisation of its utility function $ �
according to its strategy which it updates according to
the messages that it receives from the documents-agents
sharing common associations.

5. �%� distributes the information on the results obtained
from the chosen criteria-agents to the document-agents
of the associations in which it participates.

Once this procedure is performed by the document-agent
in the lowest level of the pyramidal structure, it may or not
be entitled to reach a higher level, where this process re-
peats. Each level >7E of the pyramidal coordination structure
has a minimal utility threshold $ <7� �E . To reach this level, a
document-agent �F� needs to have $��BTU$ <V� �E .

The messages exchanged in step 4 are the base information
needed by agents from the same associations to build their
own strategies. Let’s consider an association M�G , constituted
by documents sharing the same author. If criterion

� E has
given the best results for one agent in M G then the other agents
of MWG will tend to use the same criterion

� E to increase their
utility.

In a different situation, the agents may coordinate their ac-
tions differently. Let’s imagine two document-agents � �YX and� � in a same association because they have obtained good re-
sults with the criterion

� E . These agents need not to remain
in the same association for ever. Indeed, relationships that
hold at a certain moment can disappear as agents apply other
strategies by choosing another criteria. For instance, if at a
later time 	[Z , $\�YXY< � 	[Z]��� �9^

and $\�Y< � 	[Z]��� ^
, then an optimal

strategy for document-agent �F� would be to leave the asso-
ciation with � ��X . In this example, the previous confidence
between �%� and �%��X disappears due to differences in their re-
spective strategies and therefore �F� and �_� X do not need to
communicate anymore their results.

Advantages of the coordination structure
This pyramidal coordination structure exhibits several impor-
tant properties.



1. It allows to dispose at anytime of a temporary result of
the filtering of the documents simply by examining how
the corresponding agents are distributed in the pyramid,
which reflects the current value of their utility functions.

2. Thanks to associations, it enforces cooperation between
agents sharing common properties.

3. Associations reduce the time lost in unnecessary com-
putations since document-agents avoid choosing criteria
having proved to be inefficient on similar documents.

4. The coordination of the document-agents is managed
thanks to the organisation of the dynamic pyramidal
structure in several levels. These levels set dynami-
cally the priority of the document-agents and make them
evolve with their utility $�� .

5. This structure is flexible. It can be adapted incrementally
and easily since new criteria may be introduced in the
system simply by adding new criteria-agents.

6. There is no implicit central algorithm, no implicitly
shared behaviour, no central ruling agent and no central
planning: the agent behaviour and usage of the resources
is explicitely constrained by the coordination model.

What is an Association?
In this section, we introduce a more precise definition of what
we mean by an “association” and present the different fea-
tures of the agents in an association.

An association of agents is a group of agents, but not char-
acterised by a group rationality. The agents have of course
their individual rationality but do not receive any direct pay-
off as a result of the group’s performance. This is particularly
true since there is no collective task. Such characteristics are
more relevant for coalitions [4; 3] and teams [5].

As in congregations, each agent has its own utility func-
tion that it maximises. To do so, it takes in consideration the
benefits it has of joining associations. Agents join only as-
sociations with which they share features. They are free to
leave these associations if during their processing they find
that their utility does not evolve within these associations.
They join associations in order to satisfy their needs in better
conditions.

Even if the concept of association presents similarities with
that of congregation defined in [1] such as those described
above, nevertheless they remain two different concepts.

1. [1] defines the concept of congregation as:

“A group of agents that has come together for
some mutually beneficial purpose, exchange
of goods, services or informal accomplishing
of tasks or an aggregation in order to accom-
plish goals which could not be met separately.”

As an example they propose that of “clubs” in human
society. Thus they associate to the concept of congrega-
tions a cost for joining them. Agents should pay a fee to
join the congregation and to have access to its services.
Such a fee can be monetary for some congregations like
clubs. On the contrary, in associations, agents do not
need to pay any fee.

2. There is no substantial investment to create an associa-
tion, while this is needed in congregations.

3. Contrary to a congregation, an agent joining an associa-
tion does not seek a particular partner with whom it will
interact directly but rather a group of agents providing
knowledge.

4. An association is initially characterised by the agent that
took the initiative to create it. Its characteristics do not
change with time. For example, in our application, an
association might be created to group agents that operate
on documents written by one and a same author.

5. The integration of an agent into an association is done
only on the basis of the objective features associated to
the association and not on the basis of the agents already
belonging to it as it would be the case in congregations
[1].

6. An agent does not need to know all members of an as-
sociation it belongs to. One “entry point” is enough to
share its results with other agents and, of course, to take
benefit of other agent’s “know-how”.

7. The belonging of an agent to an association is not nec-
essarily a long-term contract. In the case of our applica-
tion, it might be just the duration of a user’s query.

8. Associations do not have any kind of central control.

A formal Model of Associations
Definition 2 An association M � is represented by each agent� � as a triple =?�%���@`�����ab�!C , where:

– �_� is the “entry point” of ’agent � � in the association,
i.e. a set of agents that � � will have as interlocutors in
the association.

– ` � is the list of the shared features of the agents in the
association. This list is initially complete as it serves as
a basis for integrating new agent in this association.

– ac� is the knowledge acquired by agent � � from the asso-
ciation MW� . This knowledge is in a form of rules that the
association gathered from its different participants.

The knowledge pertaining to an association is updated as
members communicate to each other their observations on the
operations they perform. In the case of our application, this
knowledge is related to the results of document evaluation.

Definition 3 A rule deE of an association M � is represented as
a triple = � � ��fcgDhiE��kjlELC , where:

–
���

is the criterion concerned by the rule d E .
– fcgDh E is the application domain of the rule d E .
– jlE is the probability that deE has a positive result.

4 Implementation
In summary, the implementation of the system is based on
the three-tier architecture presented in Figure 2 and which
was designed so as to facilitate the integration of the het-
erogeneous components involved in the system: linguistic
modules, multi-agent system, terminological and document
database.



1. The first tier is composed of client systems, connected
through the HTTP protocol. Typical clients include pro-
tection software or browsers which use the PICS label
bureau [2] protocol to filter out undesired pages.

2. The second tier is the virtual server represented as the
main central rectangle of Figure 2. It is composed
of a number of abstract services aggregated around a
CORBA bus. They include, in particular, the software
modules that implement the various criteria like word
statistics, colocation statistics, etc.

3. The third tier contains lower level services like
databases, linguistic software and search engines.

Figure 2: Software architecture

At the agent level, the coordination protocol is realised as
per-role finite-state machines implemented in java and that
agents may reuse at will, provided they implement the neces-
sary methods for negotiation, etc. From the interaction point
of view, KQML has been selected as communication lan-
guage. We introduced the notion of a class-agent, a kind of
specialised facilitator the role of which is to instantiate new
agents of a particular class, to keep track of their existence
and to broadcast them relevant messages.

5 Conclusion
In this article, we have tackled the issue of detecting the
racist nature of documents. To our knowledge, this issue has
never been adressed before, because (1) of its inherent com-
plexity, (2) of the involvement of several scientific domains
(computer science, linguistics, mathematics) and (3) of the
“political” implications of the subject. Another step forward
consists in putting together two important and complemen-
tary approaches, namely computer linguistics and multi-agent
systems. From the latter point of view, we proposed a new
coordination model, based on a pyramidal structure and agent
associations – a new concept that we presented and compared
to similar notions. Finally, the implementation of this system
shows its pertinence in an effective and original context. In-
deed, this work takes place in the context of a project and al-
ready resulted in the constitution of a 12 million word corpus
in three languages, and which was validated by independent
organisations, among which the Human Rights League.
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