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Abstract. As in the case of all open and adaptive systems that rely on user input
to organize and present content, social tagging systems are vulnerableto spam-
ming and profile injection attacks. Malicious users may try to distort the system’s
behavior by inserting erroneous or misleading annotations, thus altering the way
in which information is presented to legitimate users. Prior work on recommender
systems has shown that studying the different attack types, their properties, and
their impact, can help us find robust algorithms to make these systems morese-
cure. In this paper we present and study two types of potential attacks against
tagging systems. Using real data from a popular social tagging Web site, we em-
pirically evaluate the impact of these attacks and their variants. Specifically,we
consider two variants of an attack (called the overload attack) designed to pro-
mote a resource by adding different types of annotations to that resource, and
another type of attack (called a piggyback attack) designed to promote a resource
by associating it with other resources. We devise specific metrics to measure im-
pact of these different attack types. Our results show that current systems are
vulnerable to attacks, especially when the attack is focused on a specific target
group of users to promote a target resource.

1 Introduction

Tagging systems are popular tools for organizing content; they allow users to annotate
resources with one or more personalized tags. These social (or collaborative) tagging
environments have gained popularity in part because they provide an open social en-
vironment for users to share resources and opinions withoutbeing hindered by pre-
specified concept hierarchies or navigational structures.Social tagging systems are an
extension of social recommendation behavior: people sharetheir resource and tag pref-
erences with one another, connecting them in an implicit social network. For example,
in del.icio.us or Last.fm users can find other users with similar tags or resources and
build a network with them.

Like other publicly accessible adaptive systems such as collaborative recommender
systems, tagging systems present a security problem. Attackers, who cannot be readily
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distinguished from ordinary users, may inject biased profiles in an attempt to force the
system to adapt in a manner advantageous to them. Recent workhas established that
adaptive Web applications, such as collaborative recommender systems, can be ma-
nipulated via “profile injection attacks”. In a profile injection attack (sometimes called
“shilling”), an attacker uses fictitious identities to insert biased implicit or explicit rat-
ings into a recommender system [1]. Such profiles may be generated manually by an
attacker or an automated agent. These attacks do not requirea great deal of knowledge
about the details of the recommender system or its algorithms [2, 3]. In our previous
works, we outlined the major issues in building secure recommender systems and pro-
posed approaches to designing more robust recommenders anddetecting attack profiles
[4–6]

In this paper we broaden our view to other adaptive systems, specifically social tag-
ging systems, and discuss their vulnerability in face of attacks designed to manipulate
their output to users. Researchers have begun to study attacks against social tagging
systems. Xu et al. [7] have introduced basic criteria for a good tagging system and pro-
posed a collaborative algorithm for suggesting tags that meet these criteria. They have
accounted for spam by assigning a reputation score to each user, based on the quality of
the tags contributed by that user. Koutrika et al.[8] have proposed an ideal tagging sys-
tem where malicious tags and malicious user behaviors are well defined. They propose a
trusted moderator who periodically checks if user postingsare “reasonable”. The mod-
erator also identifies good and bad tags for any resource in the collection. The authors
have also defined different strategies of attack, experimenting on the impact of different
search algorithms. There is a set of good tags for each resource and if the user does not
select from that set to annotate the resource, the tag is classified as spam. This approach,
however, does not provide a distinction between a goal-oriented attack or a normal user
who might be inclined to select a non-obvious tag for personal reasons. Krause et al. [9]
use machine learning approaches to identify spammers in a social bookmarking system.
They present features based on the topological, semantic and profile-based information
and classify users as spammer or non-spammer. Heymann[10] et al surveys three cate-
gories of potential countermeasures against spam on the social Web based on detection,
demotion, and prevention.

Prior work in this area, however, does not generally take into account the goals of
an attacker, the audience of the attack, and the context in which the attack is mounted.
We are interested in looking at this problem from a more practical perspective and try to
determine what might motivate an attacker to spam the system. The goal of our research
is to answer questions such as the following. What attack types are more successful?
Which attack targets are more vulnerable? How many malicioususers can a tagging
system tolerate before results significantly degrade? How much effort and knowledge is
needed by an attacker to attack the system? How can we detect attacks and protect the
system? We defined dimensions of an attack in [11] including the intent and motivation
of the attacker, the intended audience, the degree of profileobfuscation, and the size of
the attack. We outlined a framework for navigating social tagging systems and based on
the framework we introduced different types of attacks.

In this paper we describe two attack types in detail and studytheir impact on the
system. We describe theoverload attackin tag-resource context (in which a user navi-
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Fig. 1.A hypothetical example of promoting a resource.

gates to resources by selecting a tag) and consider two variants for this attack: popular
and focused attacks. The latter variant is designed to promote a resource to a specific
group of users and is shown to be particularly effective. We also describepiggyback at-
tack in a resource-resource context (in which a user selects a resource and is presented
with other related resources). We explain how an attacker can actually implement these
attacks and how the attacks will affect the system. We introduce the “Hit Probability”
metric in order to measure the system-wide impact of an attack.

To see profile injection attacks in action against a tagging system, consider the ex-
ample shown in Figure 1 of a tagging system that allows users to annotate URLs. A
subset of tag assignments are displayed for users (User1 - User6). Suppose a user is
searching for the resource that is most related to the tag “coffee”. Prior to attack, the
system will display the resourceStarbucksbased on the number of occurrences of the
tag. Now suppose another coffee shop, Jonbucks, wishes to promote the resourceJon-
bucksto users interested in coffee. Attack profiles (Attack1 - Attack3) are created, as-
signing the tags “coffee” and “starbucks” toJonbucks. After the attack, the system now
displaysJonbucksas the highest-ranking resource for the “coffee” tag whileStarbucks
will have a lower rank.

We give a brief description of attack types in section 2 and describe the details of
our experiments and evaluations in 3.

2 Attacks Against Social Tagging Systems

The success of collaborative tagging is partially due to itsfacilitating the retrieval and
discovery of resources within a single user-centric environment. Users browse the so-
cial tagging graph via the many associations between resources, tags, and users. Un-
derstanding the avenues for attacking a social tagging system requires analysis of this
navigation process. However, there has been little formalization of tagging system out-
put, and most research treats tagging systems solely as retrieval engines, ignoring the
flexible browsing environment such sites offer. There is a need for a general model of
navigation options and system outputs that can help us modelthe impact that an attacker
may have.

A social tagging system consists of three generic elements:users, resources, and
tags. Formally, the model can be described as a four-tupleD = 〈U,R, T,A〉, such
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Fig. 2.Summary of Navigation Channels and Attack Types

that there exists a set of users,U ; a set of resources,R; a set of tags,T ; and a set of
annotations,A. Annotations are represented as a set of triples containinga user, tag and
resource such thatA ⊆ {〈u, r, t〉 : u ∈ U, r ∈ R, t ∈ T}.

The model can be viewed as a tripartite hypergraphG = (V,E), whereV = U∪R∪
T is the set of nodes andE = {{u, r, t}| 〈u, r, t〉 ∈ A} is the set of hyperedges [12]. To
simplify analysis, we can reduce the hypergraph into three bipartite graphs with regular
edges. These three graphs model the association between users and resources (UR),
users and tags (UT ), and tags and resources (TR) [13].

Bipartite graph views of the tagging system allow for aggregation of the associa-
tions between users, resources, and tags. Moreover, the views codify emerging patterns
of organization within a tagging community and provide a means for social naviga-
tion. Each combination of element typesR, U , andT represents a specific channel for
presenting information in a tagging site, as shown in Figure2.

A navigation channel has a particular contextrc ∈ R, uc ∈ U , or tc ∈ T that
refers to the current location of a user who is browsing or querying the system. A
channel also defines a ranking algorithm for the elementsRc ⊆ R, Uc ⊆ U , or Tc ⊆ T
considered relevant to the context. For example, if a user selects the tag “coffee” (the tag
context), the system will display resources that have been tagged with coffee, ranked
by popularity or recency. It may also be possible to retrieveother tags related to coffee,
or users who have employed the tag.

The success of an attack depends on generating the appropriate visibility for the
attack target within the intended navigation channel. In many cases, the attack target is
likely to be a resource, but could also be a tag or user. In addition, an attacker may focus
on a particular navigation context as the reference point ofattack. For example, the
attacker in Figure 1 is trying to promote the Jonbucks resource within the tag-resource
channel associated with the navigation context of the “coffee” tag. The attack may also
have other impacts. It may for example make Jonbucks appear similar to Starbucks
so that the resource is found via the resource-resource channel when Starbucks is the
navigation context.

An attack against a social tagging system consists of one or more coordinatedattack
profiles. Each profile is associated with a fictitious user identity and contains annotations
intended to bias the system. Anattack typeis an approach to constructing attack profiles,
based on knowledge about the intended audience and the selected navigation channel.
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A variety of attack types exist, each corresponding to a navigation channel as shown
in Figure 2. We described the dimension of attacks and several different attack types
in [11]. In this paper we examine several of these attacks in more detail and study their
impact, empirically. Specifically, we examine the piggyback attack and two variants of
the overload attack.

The goal of anoverload attack, as the name implies, is to overload a tag context with
a target resource so that the system correlates the tag and resource highly. The assump-
tion is that the attacker wants to associate the target resource with some high-visibility
tag, thereby increasing traffic to the target resource. In some cases, the attacker may
have a more specific goal to promote the resource to some subset of users, likely buyers
of his product, for example. The attacker would therefore beinterested in associating
the target resources with some specific tags likely to be usedby prospective buyers and
not be concerned with overall visibility for all users. He would therefore employ afo-
cusedversion of the overload attack. We describe the details of these attacks along with
examples in section 3.

The goal of apiggyback attackis for a target resource to ride the success of another
resource. It exploits the idea of sharing tags among resources, attempting to associate
the target resource with some resource context, such that they appear similar. The ex-
periments below implement this idea by using tag duplication – picking a number of
tags highly correlated to the resource context and annotating the target resource with
the same tags.

3 Experiments

In this section we present preliminary results showing the impact of popular Overload,
focused Overload and Piggyback attacks. For each attack type, we generate a number of
attack profiles and insert them into the system database, testing the effects of different
attack sizes and number of selected tag contexts.

3.1 Data Description

Our analysis is performed using data collected from the del.icio.us bookmarking service
in which resources are URLs bookmarked by users. The data consists of the complete
profiles of about 30,000 users of the service as of April 2007.The users were identi-
fied by crawling the site beginning at the most popular tag “design” and proceeding
three levels deep into the user / tag link structure. The dataset contains 29,918 users;
6,403,441 unique URLs; 1,035,177 tags; 13,222,166 (User, URL) Pairs; and 47,185,789
(User, URL, Tag) Triples.

One of our goals is to determine whether tagging distribution of the target object
influences attack effectiveness. It has been observed that the probability distribution
of the number of users who tagged a URL follows a power law, in which a relatively
small number of URLs are tagged with high frequency while allthe rest occur with low
frequency. The most popular URL has frequency of 14,353, while 99% of the URLs
have frequency less than 77 and 50% of the URLs have frequencyof less than 3. These
numbers show that large portions of the data are in the long tail. Removing the long tail
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means ignoring a huge part of the data, so we use all of the datain our experiments.
However, since different parts of the distribution may showdifferent behaviors, we
divide the data into three partitions and run experiments oneach partition independently.

We use the coefficient of variation (CV) to determine the partition boundaries as
described in [14]. CV is a statistical measure of the dispersion of data points in a data
series around the mean. It can be written asCV = stdev/mean and is a useful statistic
for comparing the degree of variation from one data series toanother, even if the means
are drastically different from each other. We partition theURLs into bins such that the
collective CV of each bin is under 107, yielding three partitions. Partition 1 contains low
frequency URLs tagged less than 1450 times, Partition 2 contains medium frequency
URLs with a tag count between 1450 and 4850, and Partition 3 contains high frequent
URLs tagged more than 4850 times.

3.2 Retrieval Algorithms

In tagging systems a user can click on a tag, resource, or a user and obtain a ranked list
of related tags, resources or users. Within each navigationchannel, a retrieval algorithm
defines the particular elements considered relevant to the context. Relevance may be
displayed in different ways between contexts, such as “popular tags”, “recent tags”,
“recent resources”, “active users”, “related tags”, etc. Generally, results are based on
popularity or recency, but there is no limitation. Some applications may also allow the
viewer to choose the appropriate ranking algorithm. For example, del.icio.us allows
a user to view the most popular or most recent resources that are annotated with the
specified tag.

While research on retrieval models in tagging systems has introduced new algo-
rithms in [15, 16] , we focus on the vector space model [17] adapted from the informa-
tion retrieval discipline to work with social tagging systems. We assume that retrieval
is based on the Tag-Resource channel using the reducedTR bipartite graph; however,
this framework may be easily modified to support retrieval inany navigation channel
by using an appropriately defined bipartite graph.

A resource can be represented as a tag vectorr = [wt1, wt2, · · · , wtn] such thatwt

is the weight of a particular tagt ∈ T . Vector weights may be derived through many
methods, including frequency or recency. In this work, we will rely on frequency. The
tag frequency, tf, for a tag,t ∈ T , and a resource,r ∈ R is the number of users who
have annotated the resource using the tag. We definetf as:

tf(t,r) = |{a = 〈u, r, t〉 ∈ A : u ∈ U}| (1)

When a single tag is used as a query, as we assume here for simplicity, the resources
are listed in order of theirtf values since usingtf − idf will result in the same ranked
list. For the resource-resource navigation channel, we represent a resource as a vector
of tf values and use the cosine measure to compare vectors.

We consider here attacks that have the goal of improving the rank of the target item
in some navigation channel. We can measure this value directly by looking at the rank of
the target item before and after the attack. However, the average rank treats differences
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at the top and bottom of the list identically. From the attacker’s point of view, a differ-
ence between a rank of 10 and a rank of 20 is far more significantthan the difference
between a rank of 110 and 120. For this reason, we measure the difference in reciprocal
rank before and after an attack. Letr be the rank of the target item before the attack and
r′ be the rank afterwards. Rank improvementImp is then given byImp = 1

r′
− 1

r
. It

is easy to see that this metric has the properties that we want. Imp is maximized (close
to 1) when an item that is at the end of the list (maximumr) moves all the way to the
front of the list (r′ = 1). A item moving from 20th to 10th would get a score of 0.05, but
one moving from 120th to 110th would only score 0.00075.

The Imp metric is local. It measures the impact of an attack on a single channel
within a particular navigation context. We are also interested in global measures that
can capture the overall impact of an attack. In an analogy to the PageRank algorithm,
we approximate the probability that a user choosing tags randomly would encounter a
given target resource. The first step is to estimate the probability that a user will click
on a specific tag as the ratio of the frequency of that tag to thesum of the frequencies
of all tags in the system. Therefore, we have a probability for each tag represented by
P (ti) computed as follows:

P (ti) =
tf(ti)

N
∑

j=1

tf(tj)

(2)

wheretf is the tag frequency.
We next find the average likelihood that the target resource is in the topn results

of a tag context for a user navigating randomly through the system. We are interested
therefore in the topn hit score where value is 1 if the target resource appears in top n
results, and 0 otherwise. For each tagtq we multiply P (tq) by the hit score. Thus hit
probability for each resource isP (tq) if the resource appears in the topn list, and 0
otherwise. Hit probability for multiple tags is the sum of their individual hit probabil-
ities. In our experiments, we use the average hit probability for all target resources in
each partition of the data. More formally, the hit probability of resourceri given topn
resultsRt ⊂ R of a tagtq is:

HitProb(ri, tq, n) =

{

P (tq) If ri ∈ Rt

0 otherwise
(3)

WhereRt is the topn returned results for the query tagtq.
Consider the attack shown in Figure 3. The number in each cellshows the tag fre-

quency (tf) for each tag-resource pair. (Let us ignore for the moment the bottom line of
the table ”Focused overload”.) The table shows the results of adding 20 attack profiles
to the system, each containing the target URL and two populartags (design and web).
We can find the probability of each tag using the above-mentioned formula. If we as-
sume this matrix shows the entire system, the sum of all tag frequencies will be 307
after the attacks. So, the probability for tag “design” willbe the sum of frequencies of
“design” over all urls divided by 307, which is 0.41. In the same way we can find the
probability of tag “coffee” will be 0.088. Hit probability of each URL is equal to the
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tag probability if they appear in the search result, zero otherwise. Let us assume a result
list of size 3:n = 3. The Hit Probability for URL2 for tag “design” is 0.41 while the
Hit probability for tag URL3 is zero since it does not appear in the topn results. Be-
cause this measure covers all of the tag-resource channels,it is a more global measure
of an attack’s impact than theImp metric. However, it still does not include all possible
ways that a user could encounter a given resource. A holisticmeasure that includes all
the navigation channels is a subject for future work.

3.3 Overload Attack

Fig. 3.An example of the resource-tag matrix after an Overload attack

The goal of an overload attack is to associate a set of tags with a target resource so
that the system retrieves the target resource when users search for the selected set of
tags. This attack comes in two types: ”popular” and ”focused”. A popular attack is one
that is aimed at all users, so the attacker will choose the most popular tags with which
to associate his resource. A focused attack is aimed at a subset of users, perhaps defined
as likely buyers, and the tags are chosen to be those that these users would employ.

Popular Overload Attack Figure 3 shows an example of the resource-tag matrix in
which two sets of attack profiles have been added. The first attack row (in grey) shows
the Popular Overload attack – the tags “design” and “web” arethe ones used most
frequently in our del.icio.us dataset. If we assume that thesystem returns 3 URLs to
the search query, the returned URLs for query tag “design” before attack are URL2,
URL5, and URL4. After the attack, the returned URLs will be URL2, URL5 and the
target URL.

For our experiments, we use the 50 most frequently used (popular) tags from our
database and we test the attack effectiveness in the three different partitions of re-
sources, randomly selecting 50 resources from each partition, and averaging the results.
We randomly select tags from the set of 50 popular tags and associate the target URL
with the selected popular tags. We use the hit probability and rank improvement mea-
sures to evaluate the attack impact at different attack sizes. We measure “size of attack”
as a percentage of the actual users in the system. There are approximately 29,000 users
in the database, so an attack size of 1% corresponds to 290 attack profiles added to the
system.
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Fig. 4.Left chart shows Hit Probability for different attack sizes when the number of popular tags
is 10 in each attack profile. Right chart shows Hit Probability for different numbers of selected
popular tags at .005% attack size

Figure 4 depicts the effect of varying attack sizes with 10 popular tags associated
with the target resource. 10 popular tags are randomly selected from the set of 50 most
popular tags in del.icio.us. Hit probability values beforean attack are very low for
Partition 2 and Partition 3, and zero for Partition 1. This behavior is expected, as the
chance that low frequency URLs show up in search results for popular tags is very
small before an attack. After attack the hit probability increases steadily as the number
of attack profiles increases for all three partitions. However, as we can see in figure 4
attacks do not have much effect on the low frequency URLs while the hit probability for
the other two partitions increases significantly with increasing attack size. This behavior
is due to the fact that hit probability is based on top-n hit ratio and it is much more
difficult to push less frequently used URLs to the top-n list than to push more frequently
used URLs, which already have much higher hit probabilitiesbefore the attack.

Figure 5 shows the rank improvement for URLs in different partitions for different
attack sizes. We can see that all three partitions are affected similarly by increasing the
attack size. Rank improvement is a local measure that shows the impact of the attack
in searching a specific tag. Since rank improvement is not based on top-n result, we
expect to see the same behavior for all three partitions. Even though the attack will not
be successful to bring the low-frequency URLs to the top-20 results, it moves the rank
of those URLs to a higher position in the list. We increase theattack size to determine
the highest possible improvement and find that an attack sizeof 10% guarantees that
the target URL will be the top result for the searched tag. In our data set this means an
attacker needs to inject approximately 3000 fake profiles inorder to get a 100% rank
improvement.

Focused Overload Atttack In a focused attack, the attacker is targeting a focused
group of users, for example, those who are interested in coffee. Such an attack would
contain profiles that associate the target URL with tags related to coffee. In Figure 3, we
see a focused attack containing 10 attack profiles using the three tags “coffee”, “star-
bucks”, and “cafe” associated with a target URL. If a user searches for “coffee”, URL4,
URL1, and URL3 will be returned before the attack but after the attack the results will
be URL4, the target URL, and URL1. As we can see, in each type ofoverload attack



10 Ramezani, Sandvig, Bhaumik, Schimoler, Burke, Mobasher

Fig. 5. Left chart shows rank improvement in popular overload attack and theright chart shows
the rank improvement for focused overload attack

Fig. 6.An example of the user-tag matrix

there are two factors which can change the attack effect: oneis the attack size and the
other is the number of popular or focused tags in each attack profile.

For the focused attack, we do not use the global hit probability because the attack
is designed for a subset of users. We modify our metric to find the probability of the
focused tags in the focused group. To this end, we first find thefocused users and take
into account only those users in computing the Hit Probability. More formally, we find
a new tag frequency (tff ) for each tag-resource pair wheretff (t, r) is the number of
times resourcer has been annotated with the tagt by the group of target users. We find
focused hit probability,Pf (ti), which estimates the probability that a random user from
the target group clicks on (or searches for) tagti.

Consider again the example in Figure 3. To find the focused hitprobability, we
need the user-tag matrix in addition to the resource-tag matrix to find the target users.
Figure 6 shows a example of the user-tag matrix.

If the goal of the attack is to target a group of users who are interested in coffee,
we should first find all related tags to the tag “coffee” and then find the users who have
used those tags in their profiles. Suppose, in our example, the related tags to coffee
are “starbucks” and “cafe”. From the user-tag matrix we can see that user1 and user3
have used all related tags so they are the focused group. The sum of all used tags in the
focused group is the sum of all tags used by user1 and user3 which is 5+8=13. Thus,
Pf (coffee) = 4/13 andPf (starbucks) = 5/13. We use these probabilities to find the
Hit Probability of each URL as before.

For the focused attack experiments, we first find a set of related tags to a specific
tag. We use the related tags from del.ico.us Web site. To find the focused group for
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Fig. 7. Left chart shows Focused Hit Probability for different attack sizes when the number of
focused tags is 3 in each attack profile. Right chart shows Focused Hit Probability for different
number of selected focused tags at .005% attack size

those tags, we select the users who have at least five of the related tags in their pro-
file. We calculate the focused hit probability to find the effect of the attack at different
attack sizes and different numbers of focused tags selectedfrom the related tag set.
Figure 7 shows the results of the focused overload attack fordifferent attack sizes and
different numbers of focused tags in each attack profile. As we can see from the results,
a comparison between popular and focused attacks shows thatfocused attacks have a
significant impact on the system at lower attack sizes. For example, at .005 attack size,
using more than 3 focused tags in the attack profiles will result in hit probability of 1
in the MD and HD URLs and about .5 hit probability in LD URLS while at the same
attack size in popular overload attack the hit probability is limited to .05. The fact that
the focused attack is designed to target a specific group of users makes it more success-
ful with less effort. Even though the focused hit probability is calculated only for target
users, this reflects the goal of the attack. We can see that using more focused tags in the
attack profile can increase the focused hit probability across all partitions. We expect
this result since we are adding up the hit probabilities fromdifferent tags. For example,
if the target URL is associated with tags “coffee” and “starbucks” then it will have a
higher hit probability because it will be a returned to userswho search for tag “coffee”
and also to users who search for tag “starbucks”. The right side of figure 5 shows the
rank improvement for the focused overload attack. We can seethe same behavior as the
popular attack across all partitions. It is interesting to see, however, that the curve has
a sharper increase at low attack sizes in the focused attack.For example, at attack size
2% we can see that focused attack rank improvement is more than .8 while the popu-
lar attack rank improvement is about .2. This confirms our hypothesis that the focused
attack is more effective than the popular attack for small attack sizes.

3.4 Piggyback Attack

The goal of a piggyback attack is to associate the target resource with other resources,
such that they appear similar. For example, an attacker might identify a particular page
as being highly popular among the site’s visitors and seek tomake his target page appear
in the “Related resources” navigation channel. We implemented the Piggyback attack
using the tag duplication strategy described above by adding attack profiles to the sys-
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Fig. 8. The left chart shows similarity and right chart shows rank improvement of Piggyback
attack between popular URLs and target URL for varying duplicated tag numbers at 17% attack
size.

tem that associate the target resource with a set of tags which are the most frequently
used tags for the selected popular resource.

We consider each resource as a vector of tags, which stores the frequency of users
who have associated each tag to that resource. In addition tothe rank improvement
measure, for this attack, we also measure the cosine similarity between selected popu-
lar resources and the target resource. We have selected 5 popular resources and 10 target
resources from each category. Our results include average similarity over selected pop-
ular resources and all target resources in each partition.

We look at the impact of attack by changing two variables: attack size and number
of selected tags from popular resources that are associatedto the target resource. Attack
size is the number of users added to the system. We look at impact of the attacks for
each different partition of the distribution.

The left chart of Figure 8 displays similarity when changingthe number of duplicate
tags. As the results show, the similarity between popular resources and low frequency
URLs changes dramatically after the attack. The reason is that the number of tags as-
sociated with low frequency URLs are very small before attack. Adding 50 profiles
that duplicate tags from selected popular resources will have a large effect in the sim-
ilarity between the target resource and selected resource.However, similarity scores
don’t change much for other partitions before and after an attack, as these resources are
already associated with many common tags prior to attack.

The right side of Figure 8 shows the average rank improvementbetween the target
resource and popular resources. This result indicates that, for low-frequency URLs (Par-
tition 1), as similarity increases the rank also increases.After adding the top 6 tags from
popular resources, the rank of the target resource is at position 5 and results in a rank
improvement of .16. For other partitions, similarity scores don’t change significantly
and there is no improvement in the ranking.

Figure 9 shows the results for similarity with varying attack size. It indicates that
even a small number of attack profiles (.03%) added to the system with the 6 top tags
selected from popular resources exposes vulnerability in low frequency URLs. The
similarity score changes from .014 before attack to .85 after attack. As expected, the
similarity scores for the other partitions do not change much before and after attack.
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Fig. 9. The left chart shows similarity and right chart shows rank improvement of Piggyback
attack between popular URL and target URL for varying attack size, with top6 tags duplicated

Similar results can be observed regarding rank improvement. The results of our ex-
periments show that low frequency URLs are vulnerable to piggyback attacks while
high frequency URLs are more robust. This can be explained byconsidering the cosine
similarity metric: for a low-frequency URL, the initial tagvector is very sparse and is
therefore heavily altered by the attack; URLs from the MD or HD distributions already
have many tags associated with them (their tag vectors are less sparse), so the effect of
the focused attack is largely absorbed through vector normalization.

4 Conclusions and Future Work

In this paper, we have discussed the problem of security and robustness in social tagging
systems in the context of several specific attack types. We modeled two attack types,
Overload and Piggyback, and experimented using a real dataset. Our results showed
that tagging systems are quite vulnerable to attack. The results concerning the focused
overload attack showed that a goal-oriented attack which targets a specific user group
can be easily injected into the system. While producing this attack does not need a
lot of effort or knowledge from an attacker’s perspective, it may be more difficult to
detect this kind of attack since it resembles the natural behavior of a person who is
interested in a specific topic. The results of the experiments on different partitions of
the data showed that low frequency URLs are vulnerable to piggyback attacks as well
as popular and focused overload attacks. These simple attacks should not be ignored
and need more attention from system administrators. While high-frequency URLs are
robust to piggyback attacks, they are vulnerable to overload attacks.

In our future work, we will model other attack types and compare their impacts
on the system. We plan to investigate additional metrics formeasuring the impact of an
attack, including global measures that more accurately measure the relative prominence
of nodes in the tagging network. Understanding the attacks and their effects on social
tagging systems will help us discover more robust tagging systems and also guide us to
find algorithms for detection and prevention of attacks.
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