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Abstract. As in the case of all open and adaptive systems that rely on user input
to organize and present content, social tagging systems are vulntrapam-
ming and profile injection attacks. Malicious users may try to distort the system
behavior by inserting erroneous or misleading annotations, thus altegnvga

in which information is presented to legitimate users. Prior work on recordere
systems has shown that studying the different attack types, their fiespend
their impact, can help us find robust algorithms to make these systemssmore
cure. In this paper we present and study two types of potential attaekssag
tagging systems. Using real data from a popular social tagging Web sitemw
pirically evaluate the impact of these attacks and their variants. Specifizally,
consider two variants of an attack (called the overload attack) designed-to p
mote a resource by adding different types of annotations to that m@soamd
another type of attack (called a piggyback attack) designed to promatearce

by associating it with other resources. We devise specific metrics to negasu
pact of these different attack types. Our results show that currastersg are
vulnerable to attacks, especially when the attack is focused on a spedjfit tar
group of users to promote a target resource.

1 Introduction

Tagging systems are popular tools for organizing contéely allow users to annotate
resources with one or more personalized tags. These sociebllaborative) tagging
environments have gained popularity in part because theyige an open social en-
vironment for users to share resources and opinions witheurtg hindered by pre-
specified concept hierarchies or navigational structiBesial tagging systems are an
extension of social recommendation behavior: people ghaieresource and tag pref-
erences with one another, connecting them in an impliciiesoetwork. For example,
in del.icio.us or Last.fm users can find other users with Isintags or resources and
build a network with them.

Like other publicly accessible adaptive systems such dalbmwiative recommender
systems, tagging systems present a security problem.k&ttsovho cannot be readily
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distinguished from ordinary users, may inject biased msfih an attempt to force the
system to adapt in a manner advantageous to them. Recenthasristablished that
adaptive Web applications, such as collaborative recorderesystems, can be ma-
nipulated via “profile injection attacks”. In a profile inggan attack (sometimes called
“shilling”), an attacker uses fictitious identities to imsbiased implicit or explicit rat-
ings into a recommender system [1]. Such profiles may be g@wwmanually by an
attacker or an automated agent. These attacks do not reggieat deal of knowledge
about the details of the recommender system or its algositf2y3]. In our previous
works, we outlined the major issues in building secure ranemder systems and pro-
posed approaches to designing more robust recommendedeauting attack profiles
[4-6]

In this paper we broaden our view to other adaptive systepesifically social tag-
ging systems, and discuss their vulnerability in face dcs designed to manipulate
their output to users. Researchers have begun to studksat@ainst social tagging
systems. Xu et al. [7] have introduced basic criteria for adjmgging system and pro-
posed a collaborative algorithm for suggesting tags thatiiese criteria. They have
accounted for spam by assigning a reputation score to eachbhased on the quality of
the tags contributed by that user. Koutrika et al.[8] havappsed an ideal tagging sys-
tem where malicious tags and malicious user behaviors dteefmned. They propose a
trusted moderator who periodically checks if user postargs‘reasonable”. The mod-
erator also identifies good and bad tags for any resourcesindhection. The authors
have also defined different strategies of attack, expetimgon the impact of different
search algorithms. There is a set of good tags for each esand if the user does not
select from that set to annotate the resource, the tag sfidakas spam. This approach,
however, does not provide a distinction between a goahtetktattack or a normal user
who might be inclined to select a non-obvious tag for perbaasons. Krause et al. [9]
use machine learning approaches to identify spammers icia fmokmarking system.
They present features based on the topological, semartiprafile-based information
and classify users as spammer or non-spammer. Heymanr[aD3erveys three cate-
gories of potential countermeasures against spam on tied ¥éeb based on detection,
demotion, and prevention.

Prior work in this area, however, does not generally take atcount the goals of
an attacker, the audience of the attack, and the contextichvthe attack is mounted.
We are interested in looking at this problem from a more [iratperspective and try to
determine what might motivate an attacker to spam the sydthengoal of our research
is to answer questions such as the following. What attackstgpe more successful?
Which attack targets are more vulnerable? How many maliciess can a tagging
system tolerate before results significantly degrade? Haehneffort and knowledge is
needed by an attacker to attack the system? How can we détektsaand protect the
system? We defined dimensions of an attack in [11] includiegrtent and motivation
of the attacker, the intended audience, the degree of poifilescation, and the size of
the attack. We outlined a framework for navigating socigbiag systems and based on
the framework we introduced different types of attacks.

In this paper we describe two attack types in detail and sthdiy impact on the
system. We describe tlowerload attackn tag-resource context (in which a user navi-
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Starbucks |Coffeenatic CoffeeExchange [Jonbucks
Userl coffee,café coffee,espresso
User2 coffee,food coffee,mocha
User3 coffee,blog
User4 espresso espresso
User5 café fairtrade,coffee
User6 starbucks
Attackl |café coffee,starbucks
Attack2 blog fairtrade coffee,starbucks
Attack3  |food coffee,starbucks

Fig. 1. A hypothetical example of promoting a resource.

gates to resources by selecting a tag) and consider twanwsfiar this attack: popular
and focused attacks. The latter variant is designed to pi@moesource to a specific
group of users and is shown to be particularly effective. e describgiggyback at-
tackin a resource-resource context (in which a user selectanmsand is presented
with other related resources). We explain how an attackeactually implement these
attacks and how the attacks will affect the system. We intcedhe “Hit Probability”
metric in order to measure the system-wide impact of anlttac

To see profile injection attacks in action against a taggyrsgesn, consider the ex-
ample shown in Figure 1 of a tagging system that allows useshotate URLs. A
subset of tag assignments are displayed for users (Usergr6)lJsSuppose a user is
searching for the resource that is most related to the taffieted Prior to attack, the
system will display the resourc®arbucksased on the number of occurrences of the
tag. Now suppose another coffee shop, Jonbucks, wishesmaope the resourcéon-
bucksto users interested in coffee. Attack profiles (Attackl -a8k3) are created, as-
signing the tags “coffee” and “starbucks” donbucksAfter the attack, the system now
displaysJonbucksas the highest-ranking resource for the “coffee” tag wBilarbucks
will have a lower rank.

We give a brief description of attack types in section 2 arstdbe the details of
our experiments and evaluations in 3.

2 Attacks Against Social Tagging Systems

The success of collaborative tagging is partially due tdaitdlitating the retrieval and
discovery of resources within a single user-centric emvitent. Users browse the so-
cial tagging graph via the many associations between ressutags, and users. Un-
derstanding the avenues for attacking a social tagging@systquires analysis of this
navigation process. However, there has been little foratbn of tagging system out-
put, and most research treats tagging systems solely &vedtengines, ignoring the
flexible browsing environment such sites offer. There is edrfer a general model of
navigation options and system outputs that can help us nioel@hpact that an attacker
may have.

A social tagging system consists of three generic elemeistsrs, resources, and
tags. Formally, the model can be described as a four-tiiple: (U, R, T, A), such
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Target Element Type
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% Resource Output: Related Resources | Output: Common Tags Output: Posing History
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-g 9 Attack: Overload Attack: Co-Occurrence Attack: Pivot Point
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k=)
E User Output: Recent ltems Output: Tag Cloud
= Attack: Mole (“Shill User”) | Attack: Mole (“Shill User”)

Fig. 2. Summary of Navigation Channels and Attack Types

that there exists a set of usets, a set of resources?; a set of tags7’; and a set of
annotationsA. Annotations are represented as a set of triples contaiirsgr, tag and
resource such that C {(u,r,t):u e U,r € R, t € T}.

The model can be viewed as a tripartite hypergr@ph (V, E), wherel = UURU
T is the set of nodes anl = {{u, r,t}| (u,r,t) € A} is the set of hyperedges [12]. To
simplify analysis, we can reduce the hypergraph into thiparbte graphs with regular
edges. These three graphs model the association betwesnamseresourced/(R),
users and tagg17"), and tags and resourcesR) [13].

Bipartite graph views of the tagging system allow for aggtemn of the associa-
tions between users, resources, and tags. Moreover, the vadify emerging patterns
of organization within a tagging community and provide a nseéor social naviga-
tion. Each combination of element typ&s U, andT represents a specific channel for
presenting information in a tagging site, as shown in Fidure

A navigation channel has a particular contexte R, u. € U, ort. € T that
refers to the current location of a user who is browsing orrgjng the system. A
channel also defines a ranking algorithm for the eleménts R, U. CU,orT. C T
considered relevant to the context. For example, if a usecisghe tag “coffee” (the tag
context), the system will display resources that have bagged with coffee, ranked
by popularity or recency. It may also be possible to retrigbesr tags related to coffee,
or users who have employed the tag.

The success of an attack depends on generating the appeoyisibility for the
attack target within the intended navigation channel. Imynzases, the attack target is
likely to be a resource, but could also be a tag or user. Irtiaddan attacker may focus
on a particular navigation context as the reference poirdtiafck. For example, the
attacker in Figure 1 is trying to promote the Jonbucks resowuithin the tag-resource
channel associated with the navigation context of the &ajftag. The attack may also
have other impacts. It may for example make Jonbucks appm#aisto Starbucks
so that the resource is found via the resource-resourcenehainen Starbucks is the
navigation context.

An attack against a social tagging system consists of oneoe noordinateattack
profiles Each profile is associated with a fictitious user identity eontains annotations
intended to bias the system. Attack typds an approach to constructing attack profiles,
based on knowledge about the intended audience and théesklevigation channel.
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A variety of attack types exist, each corresponding to agation channel as shown
in Figure 2. We described the dimension of attacks and skgléfarent attack types
in [11]. In this paper we examine several of these attacksdrerdetail and study their
impact, empirically. Specifically, we examine the piggybattack and two variants of
the overload attack.

The goal of aroverload attackas the name implies, is to overload a tag context with
a target resource so that the system correlates the tag smdce highly. The assump-
tion is that the attacker wants to associate the target resauith some high-visibility
tag, thereby increasing traffic to the target resource. mesoases, the attacker may
have a more specific goal to promote the resource to sometafhsers, likely buyers
of his product, for example. The attacker would thereforenberested in associating
the target resources with some specific tags likely to be bggaospective buyers and
not be concerned with overall visibility for all users. He wla therefore employ &o-
cusedversion of the overload attack. We describe the detailsesfétattacks along with
examples in section 3.

The goal of gpiggyback attacks for a target resource to ride the success of another
resource. It exploits the idea of sharing tags among ressyattempting to associate
the target resource with some resource context, such teatapear similar. The ex-
periments below implement this idea by using tag duplicatigpicking a number of
tags highly correlated to the resource context and anngtdltie target resource with
the same tags.

3 Experiments

In this section we present preliminary results showing thedct of popular Overload,
focused Overload and Piggyback attacks. For each attaekwggenerate a number of
attack profiles and insert them into the system databagigebke effects of different
attack sizes and number of selected tag contexts.

3.1 Data Description

Our analysis is performed using data collected from thédilelus bookmarking service

in which resources are URLs bookmarked by users. The da&istsmof the complete

profiles of about 30,000 users of the service as of April 200i& users were identi-

fied by crawling the site beginning at the most popular tagsigi® and proceeding

three levels deep into the user / tag link structure. Thesgateontains 29,918 users;
6,403,441 unique URLs; 1,035,177 tags; 13,222,166 (UdRL)Pairs; and 47,185,789
(User, URL, Tag) Triples.

One of our goals is to determine whether tagging distribuobthe target object
influences attack effectiveness. It has been observedhbgbrobability distribution
of the number of users who tagged a URL follows a power law, liictv a relatively
small number of URLSs are tagged with high frequency whiletedlrest occur with low
frequency. The most popular URL has frequency of 14,353|en88% of the URLs
have frequency less than 77 and 50% of the URLs have frequeneygs than 3. These
numbers show that large portions of the data are in the Iahdramoving the long tail



6 Ramezani, Sandvig, Bhaumik, Schimoler, Burke, Mobasher

means ignoring a huge part of the data, so we use all of theidlatar experiments.
However, since different parts of the distribution may shdifferent behaviors, we
divide the data into three partitions and run experimentsami partition independently.

We use the coefficient of variation (CV) to determine the ipart boundaries as
described in [14]. CV is a statistical measure of the disparsf data points in a data
series around the mean. It can be writtei©d5 = stdev/mean and is a useful statistic
for comparing the degree of variation from one data seriesther, even if the means
are drastically different from each other. We partition theLs into bins such that the
collective CV of each binis under 107, yielding three patis. Partition 1 contains low
frequency URLs tagged less than 1450 times, Partition 2atosimedium frequency
URLSs with a tag count between 1450 and 4850, and Partitiom8ats high frequent
URLs tagged more than 4850 times.

3.2 Retrieval Algorithms

In tagging systems a user can click on a tag, resource, orandebtain a ranked list
of related tags, resources or users. Within each navigeltiannel, a retrieval algorithm
defines the particular elements considered relevant todhtext. Relevance may be
displayed in different ways between contexts, such as “laogags”, “recent tags”,
“recent resources”, “active users”, “related tags”, eten€rally, results are based on
popularity or recency, but there is no limitation. Some aations may also allow the
viewer to choose the appropriate ranking algorithm. Fomela, del.icio.us allows
a user to view the most popular or most recent resources tbatraotated with the
specified tag.

While research on retrieval models in tagging systems hasduted new algo-
rithms in [15, 16] , we focus on the vector space model [17ptethfrom the informa-
tion retrieval discipline to work with social tagging syste. We assume that retrieval
is based on the Tag-Resource channel using the redlieipartite graph; however,
this framework may be easily modified to support retrievahity navigation channel
by using an appropriately defined bipartite graph.

A resource can be represented as a tag vectetfw;, wya, - - - , Wiy, SUCh thatw,
is the weight of a particular tag € T'. Vector weights may be derived through many
methods, including frequency or recency. In this work, wi rely on frequency. The
tag frequencytf, for a tag,t € T, and a resource; € R is the number of users who
have annotated the resource using the tag. We diéfee

ti(t,r) = {a = (u,r,t) € A:u € U}| (1)

When a single tag is used as a query, as we assume here forc#iyntilie resources
are listed in order of theitf values since usingf — idf will result in the same ranked
list. For the resource-resource navigation channel, weesemt a resource as a vector
of ¢ f values and use the cosine measure to compare vectors.

We consider here attacks that have the goal of improvingahk of the target item
in some navigation channel. We can measure this value Wjitectooking at the rank of
the target item before and after the attack. However, theageerank treats differences
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at the top and bottom of the list identically. From the attatkpoint of view, a differ-
ence between a rank of 10 and a rank of 20 is far more signiftbant the difference
between a rank of 110 and 120. For this reason, we measurdférernke in reciprocal
rank before and after an attack. kebe the rank of the target item before the attack and
r’ be the rank afterwards. Rank improveméntp is then given byfmp = 4 — L 1t

is easy to see that this metric has the properties that we Waiptis maximized (close

to 1) when an item that is at the end of the list (maximgnmoves all the way to the
front of the list ¢/ = 1). A item moving from 20th to 10th would get a score of 0.0&, b
one moving from 120th to 110th would only score 0.00075.

The I'mp metric is local. It measures the impact of an attack on a singhnnel
within a particular navigation context. We are also intezddn global measures that
can capture the overall impact of an attack. In an analogfied®ageRank algorithm,
we approximate the probability that a user choosing tagdaiauty would encounter a
given target resource. The first step is to estimate the pilityethat a user will click
on a specific tag as the ratio of the frequency of that tag tetine of the frequencies
of all tags in the system. Therefore, we have a probabilityefich tag represented by
P(t;) computed as follows:

P(t) = ) @)

wheret f is the tag frequency.

We next find the average likelihood that the target resowsde the topn results
of a tag context for a user navigating randomly through thetesy. We are interested
therefore in the tom hit score where value is 1 if the target resource appeargin to
results, and O otherwise. For each tagve multiply P(t,) by the hit score. Thus hit
probability for each resource B(t,) if the resource appears in the teplist, and 0
otherwise. Hit probability for multiple tags is the sum oéthindividual hit probabil-
ities. In our experiments, we use the average hit probghdit all target resources in
each patrtition of the data. More formally, the hit probabpitf resource-; given topn
resultsR, C R of atagt, is:

P(tq) If ri € Ry
0 otherwise

HitProb(r;,ty,n) = { (3)

WhereR; is the topn returned results for the query tag

Consider the attack shown in Figure 3. The number in eaclsheils the tag fre-
quency ff) for each tag-resource pair. (Let us ignore for the momemnbtiitom line of
the table "Focused overload”.) The table shows the restiisiding 20 attack profiles
to the system, each containing the target URL and two popatsr (design and web).
We can find the probability of each tag using the above-meatidormula. If we as-
sume this matrix shows the entire system, the sum of all guencies will be 307
after the attacks. So, the probability for tag “design” vl the sum of frequencies of
“design” over all urls divided by 307, which is 0.41. In tharsaway we can find the
probability of tag “coffee” will be 0.088. Hit probabilityfeeach URL is equal to the
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tag probability if they appear in the search result, zerewtfise. Let us assume a result
list of size 3:n = 3. The Hit Probability for URL2 for tag “design” is 0.41 whil&éé
Hit probability for tag URL3 is zero since it does not appeathe topn results. Be-
cause this measure covers all of the tag-resource chaitriela, more global measure
of an attack’s impact than thenp metric. However, it still does not include all possible
ways that a user could encounter a given resource. A hofistisure that includes all
the navigation channels is a subject for future work.

3.3 Overload Attack

Resource-Tag matrix Coffee | starbucks café design web
URL1 5 3 2
URL2 50 30
URL3 2 3 1 1
URL4 10 20 5 5
URL5 50 50
Target URL (Popular overload attack) 20 20
Target URL (Focused overload attack) 10 10 10

Fig. 3. An example of the resource-tag matrix after an Overload attack

The goal of an overload attack is to associate a set of tadjsanarget resource so
that the system retrieves the target resource when usaxchdea the selected set of
tags. This attack comes in two types: "popular” and "foctis@dpopular attack is one
that is aimed at all users, so the attacker will choose the pagmular tags with which
to associate his resource. A focused attack is aimed at atoissers, perhaps defined
as likely buyers, and the tags are chosen to be those thattisess would employ.

Popular Overload Attack Figure 3 shows an example of the resource-tag matrix in
which two sets of attack profiles have been added. The fimtlatow (in grey) shows
the Popular Overload attack — the tags “design” and “web”theeones used most
frequently in our del.icio.us dataset. If we assume thatsystem returns 3 URLSs to
the search query, the returned URLs for query tag “desigmdreeattack are URL2,
URLD5, and URLA4. After the attack, the returned URLs will be IR URL5 and the
target URL.

For our experiments, we use the 50 most frequently used (@9pags from our
database and we test the attack effectiveness in the thifeeedt partitions of re-
sources, randomly selecting 50 resources from each parténd averaging the results.
We randomly select tags from the set of 50 popular tags arati@ss the target URL
with the selected popular tags. We use the hit probability ramk improvement mea-
sures to evaluate the attack impact at different attacls site measure “size of attack”
as a percentage of the actual users in the system. Thereoxipately 29,000 users
in the database, so an attack size of 1% corresponds to 2@ atiofiles added to the
system.
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Popular Overlodoad attack, Popular Overlodoad attack,
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Fig. 4. Left chart shows Hit Probability for different attack sizes when the Ineinof popular tags
is 10 in each attack profile. Right chart shows Hit Probability for differemmbers of selected
popular tags at .005% attack size

Figure 4 depicts the effect of varying attack sizes with 1pylar tags associated
with the target resource. 10 popular tags are randomly teeldéom the set of 50 most
popular tags in del.icio.us. Hit probability values befere attack are very low for
Partition 2 and Partition 3, and zero for Partition 1. Thisidgor is expected, as the
chance that low frequency URLs show up in search results dpular tags is very
small before an attack. After attack the hit probabilityreases steadily as the number
of attack profiles increases for all three partitions. Hosveas we can see in figure 4
attacks do not have much effect on the low frequency URLsaxthi hit probability for
the other two partitions increases significantly with irasi@g attack size. This behavior
is due to the fact that hit probability is based on top-n hiiorand it is much more
difficult to push less frequently used URLSs to the top-n listrt to push more frequently
used URLs, which already have much higher hit probabilitefore the attack.

Figure 5 shows the rank improvement for URLs in differentipians for different
attack sizes. We can see that all three partitions are affesimilarly by increasing the
attack size. Rank improvement is a local measure that shwsvsripact of the attack
in searching a specific tag. Since rank improvement is natcdas top-n result, we
expect to see the same behavior for all three partitionsn Eveugh the attack will not
be successful to bring the low-frequency URLSs to the topeiits, it moves the rank
of those URLSs to a higher position in the list. We increasedttack size to determine
the highest possible improvement and find that an attackafi2@% guarantees that
the target URL will be the top result for the searched tag.undata set this means an
attacker needs to inject approximately 3000 fake profilesriter to get a 100% rank
improvement.

Focused Overload Atttack In a focused attack, the attacker is targeting a focused
group of users, for example, those who are interested irreoBuch an attack would
contain profiles that associate the target URL with tagdedlto coffee. In Figure 3, we
see a focused attack containing 10 attack profiles usinghtiee tags “coffee”, “star-
bucks”, and “cafe” associated with a target URL. If a userd®ss for “coffee”, URL4,
URL1, and URL3 will be returned before the attack but after attack the results will

be URL4, the target URL, and URL1. As we can see, in each tymwefload attack
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Fig. 5. Left chart shows rank improvement in popular overload attack andghechart shows
the rank improvement for focused overload attack

User-Tag matrix Coffee | starbucks café design web
Userd 2 2 1
User2 10 5
Userd 2 3 1 1 1
Userd 2 3 5 2
Users 3 4 1 3

Fig. 6. An example of the user-tag matrix

there are two factors which can change the attack effectisotiee attack size and the
other is the number of popular or focused tags in each attanfkep

For the focused attack, we do not use the global hit prolmptibcause the attack
is designed for a subset of users. We modify our metric to tedptrobability of the
focused tags in the focused group. To this end, we first findabesed users and take
into account only those users in computing the Hit Probigbi\ilore formally, we find
a new tag frequencyt () for each tag-resource pair wheitgs (¢, r) is the number of
times resource has been annotated with the talgy the group of target users. We find
focused hit probabilityP; (¢;), which estimates the probability that a random user from
the target group clicks on (or searches for) tag

Consider again the example in Figure 3. To find the focusegroibability, we
need the user-tag matrix in addition to the resource-tagixatfind the target users.
Figure 6 shows a example of the user-tag matrix.

If the goal of the attack is to target a group of users who aer@sted in coffee,
we should first find all related tags to the tag “coffee” andtfied the users who have
used those tags in their profiles. Suppose, in our examperetlated tags to coffee
are “starbucks” and “cafe”. From the user-tag matrix we camthat userl and user3
have used all related tags so they are the focused groupunthefsall used tags in the
focused group is the sum of all tags used by userl and userhvighb+8=13. Thus,
Py(coffeg) = 4/13 and Py(starbuck$ = 5/13. We use these probabilities to find the
Hit Probability of each URL as before.

For the focused attack experiments, we first find a set ofegltags to a specific
tag. We use the related tags from del.ico.us Web site. To fieddcused group for
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Fig. 7. Left chart shows Focused Hit Probability for different attack sizesemtine number of
focused tags is 3 in each attack profile. Right chart shows Focuseddtiaility for different
number of selected focused tags at .005% attack size

those tags, we select the users who have at least five of tieddigs in their pro-
file. We calculate the focused hit probability to find the effef the attack at different
attack sizes and different numbers of focused tags seldéaetthe related tag set.
Figure 7 shows the results of the focused overload attaclifierent attack sizes and
different numbers of focused tags in each attack profile. Asan see from the results,
a comparison between popular and focused attacks showfthesed attacks have a
significant impact on the system at lower attack sizes. Famgie, at .005 attack size,
using more than 3 focused tags in the attack profiles willltésthit probability of 1

in the MD and HD URLs and about .5 hit probability in LD URLS Wit the same
attack size in popular overload attack the hit probabibtiimited to .05. The fact that
the focused attack is designed to target a specific groupen$ usakes it more success-
ful with less effort. Even though the focused hit probabpii# calculated only for target
users, this reflects the goal of the attack. We can see thag osire focused tags in the
attack profile can increase the focused hit probability s&ml partitions. We expect
this result since we are adding up the hit probabilities fabfferent tags. For example,
if the target URL is associated with tags “coffee” and “starks” then it will have a
higher hit probability because it will be a returned to usen® search for tag “coffee”
and also to users who search for tag “starbucks”. The rigl#t of figure 5 shows the
rank improvement for the focused overload attack. We catheesame behavior as the
popular attack across all partitions. It is interestingee,showever, that the curve has
a sharper increase at low attack sizes in the focused afaclexample, at attack size
2% we can see that focused attack rank improvement is mone.8hahile the popu-
lar attack rank improvement is about .2. This confirms ourdtlyesis that the focused
attack is more effective than the popular attack for smedichktsizes.

3.4 Piggyback Attack

The goal of a piggyback attack is to associate the targetiresavith other resources,
such that they appear similar. For example, an attackertridghtify a particular page
as being highly popular among the site’s visitors and seeakatke his target page appear
in the “Related resources” navigation channel. We impldettthe Piggyback attack
using the tag duplication strategy described above by gdatitack profiles to the sys-
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Fig. 8. The left chart shows similarity and right chart shows rank improvemérriggyback
attack between popular URLs and target URL for varying duplicated taegpets at 17% attack
size.

tem that associate the target resource with a set of taghwainécthe most frequently
used tags for the selected popular resource.

We consider each resource as a vector of tags, which stadeetijuency of users
who have associated each tag to that resource. In addititietoank improvement
measure, for this attack, we also measure the cosine sityitetween selected popu-
lar resources and the target resource. We have selectedipmgsources and 10 target
resources from each category. Our results include averanjarsty over selected pop-
ular resources and all target resources in each partition.

We look at the impact of attack by changing two variablesickitsize and number
of selected tags from popular resources that are assotidtieel target resource. Attack
size is the number of users added to the system. We look atinopahe attacks for
each different partition of the distribution.

The left chart of Figure 8 displays similarity when changihg number of duplicate
tags. As the results show, the similarity between populsoueces and low frequency
URLs changes dramatically after the attack. The reasoraistiie number of tags as-
sociated with low frequency URLs are very small before &tta#ading 50 profiles
that duplicate tags from selected popular resources wik fzalarge effect in the sim-
ilarity between the target resource and selected resottmeever, similarity scores
don’t change much for other partitions before and after tachkf as these resources are
already associated with many common tags prior to attack.

The right side of Figure 8 shows the average rank improvetnetteen the target
resource and popular resources. This result indicatedth#tw-frequency URLs (Par-
tition 1), as similarity increases the rank also increasésr adding the top 6 tags from
popular resources, the rank of the target resource is atigro$i and results in a rank
improvement of .16. For other partitions, similarity scodon’t change significantly
and there is no improvement in the ranking.

Figure 9 shows the results for similarity with varying aktagze. It indicates that
even a small number of attack profiles (.03%) added to thesystith the 6 top tags
selected from popular resources exposes vulnerabilitywn frequency URLs. The
similarity score changes from .014 before attack to .85 afteack. As expected, the
similarity scores for the other partitions do not change Imbefore and after attack.
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Fig.9. The left chart shows similarity and right chart shows rank improvemérriggyback
attack between popular URL and target URL for varying attack size, witlé tegs duplicated

Similar results can be observed regarding rank improveniérg results of our ex-
periments show that low frequency URLs are vulnerable tgygck attacks while
high frequency URLs are more robust. This can be explainezbhgidering the cosine
similarity metric: for a low-frequency URL, the initial tagector is very sparse and is
therefore heavily altered by the attack; URLs from the MD @ #istributions already
have many tags associated with them (their tag vectors ssesfarse), so the effect of
the focused attack is largely absorbed through vector nixati@n.

4 Conclusions and Future Work

In this paper, we have discussed the problem of security@mgstness in social tagging
systems in the context of several specific attack types. Weetad two attack types,
Overload and Piggyback, and experimented using a realetatasr results showed
that tagging systems are quite vulnerable to attack. Thétsasoncerning the focused
overload attack showed that a goal-oriented attack whigjeta a specific user group
can be easily injected into the system. While producing thizck does not need a
lot of effort or knowledge from an attacker’s perspectitenay be more difficult to

detect this kind of attack since it resembles the naturabtieh of a person who is

interested in a specific topic. The results of the experimentdifferent partitions of

the data showed that low frequency URLs are vulnerable tgyigck attacks as well
as popular and focused overload attacks. These simplésitshould not be ignored
and need more attention from system administrators. While-frequency URLs are
robust to piggyback attacks, they are vulnerable to ovdrédtacks.

In our future work, we will model other attack types and comeptineir impacts
on the system. We plan to investigate additional metricsrfeasuring the impact of an
attack, including global measures that more accuratelysaoredhe relative prominence
of nodes in the tagging network. Understanding the attanHstiaeir effects on social
tagging systems will help us discover more robust taggirsgesys and also guide us to
find algorithms for detection and prevention of attacks.
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